UBND TINH THANH HOA CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPoc 1ap - Tw do - Hanh phiic

S6:2549 /STTTT-CNTT&TT Thanh Hoa, ngay 18 thdangl0 nam 2024
V/v khan truong ra soat, khic phuc trang thong
tin dién tr dang bi loi dung chén ndi dung
quang cao khong phu hop

Kinh gui: ’ 7
- Cac s0: Y t&; Tai nguyén va Moéi truong; Van hoa, Thé
thao va Du lich; Nong nghiép va Phat trién nong thon;

- Trudng Pai hoc Hong Puc; Truong Cao dang Y;
- Hoi Nong dan; Vién Quy hoach Kién truc tinh.

Qua coOng tac gidm sat tinh hinh an toan thong tin mang trén dia ban tinh, S&
Thong tin va Truyén thong da phét hién, ghi nhan cac trang thong tin dién tir cia mot
s6 cac co quan, don vi trén dja ban tinh dang bi cac d6i twong x4u thyc hién chén cac
lién két c6 noi dung quang céo, kém theo dudng dan tdi cac website ca do, danh bac
truc tuyén; dong thoi sir dung cac cong cu quang cdo ciia cong cu tim kiém (Google,
Bing...) dé nham quang ba, ting uy tin cho website ca do, danh bac truc tuyén trai
phep.

Thuec trang trén c6 thé xuat phat tir cac nguyén nhan sau: (1) Cac co quan, don
vi van hanh trang thong tin dién tir khong kiém soat ndi dung ma nguoi dung ding tai
(nhu cic ndi dung phan binh luan, hoi dap, phan anh), cho phép bat ky ai ciing co thé
dang tai noi dung va hién thi 1én trang thong tin dién tir; (2) Trang thong tin dién tir
tdn tai 10 héng bao mat va khong dugc khéc phuc triét dé, dan dén tin tic tan cong,
khai thac chiém quyén diéu khién quan tri, tir 46 dang tai cac ndi dung quang cdo ca
d6, danh bac truc tuyén...; (3) Quan trj vién khéng thuc hién kiém soat tbt tai khoan
quan tri, dan dén 16/1ot thong tin tai khoan.

Tinh trang loi dung céc trang thong tin dién tir ciia co quan nha nudc dé dang
tai cac ndi dung trai quy dinh cia phap luat néu khong duogc xur Iy, ngan chan kip thoi
c6 thé gay anh huong nghiém trong dén uy tin ctia co quan nha nudc, tiém an nguy co
mAt an toan, an ninh thong tin mang, gia tang to1 pham vé c4 do, danh bac.

Tu tinh hinh trén, dé ting cudng bao dam an toan thong tin mang, ngin chin
hoat dong quang cao ca d§ bong da, danh bac truc tuyén va cac noi dung trai quy dinh



ctia phép ludt. S& Thong tin va Truyén thong dé nghi cac co quan, don vi chi dao bd
phan chuc nang khan truong chu dong thuc hién cac bién phép nhu sau:

1. T6 chtrc ra soat ngay cac bai viét c6 noi dung quang céo ca do bong da, danh
bac truc tuyén va cac ndi dung trai quy dinh cta phap lut trén trang thong tin dién tir
tai cac co quan, don vi dé kip thoi g& bo (¢ phu luc danh sdch va huéng din kem
theo).

Trudng hop cac don vi sau khi ra soat, khong thuc hién khic phuc céc 16 hong
bao mat trén trang thong tin dién tir. D& nghi c6 phuong an tam dimg hoat dong cua
trang thong tin dién tir trén khong gian mang va bao cdo két qua khic phuc vé S
Thong tin va Truyén thong trude ngay 25/10/2024.

2. Tang cudng cac bién phap bao dam an toan thong tin mang, chu dong ra
soat, khic phuc diém yéu, 16 hong bao mat con ton tai (néu cd); bd sung tinh ning
lvu trir dia chi IP cua nguoi dung, ma CAPTCHAR khi nguoi dung truy cép, dang
tai n01 dung 1én trang thong tin dién tr nham phuc vu kiém soét trong truong hop
can thiét.

3. Ra soat va bd sung trong quy ché quan 1y, van hanh trang thong tin dién ti,
trong d6, quy dinh o viéc kiém tra, kiém duyét noi dung nguoi ding ding tai trudc
khi cho phép hién thi Ién trang thong tin dién tir.

Trong qué trinh thuc hién, néu c6 vuong méc can hd trg, dé nghi cac co
quan, don vi phoi hop véi Trung tam Coéng nghé thong tin va Truyén thong
Thanh Hoéa (thudc S& Thong tin va Truyén thong) dé duoc hudng dan thyc hién.

Pau mbi lién hé: Ong Tran Ngoc Hung - Pho Giam doc Trung tdm
CNTT&TT Thanh Hoa, dién thoai: 0916.422.583. Thu dién tu:
hungtn.ttcntt@thanhhoa.gov.vn.

Tran trong./.
Noi nhgn: KT. GIAM POC
- Nhu trén; 7 t A
- Chu tich UBND tinh (dé b/c); 7 = ) GIAM DOC
- Phé CT UBND tinh Mai Xuan Liém (d¢ b/c);
- Cong an tinh (dé p/h);
- Phong QL CNTT; Trung tam CNTT&TT;

- Luu: VT, CNTT&TT.

Nguyén Vin Twéc



Phu luc 1

DANH SACH CAC TRANG THONG TIN PIEN TU
PANG BI LQI DUNG CHEN CAC NOI DUNG KHONG PHU HQP

STT | Tén co quan, don vi DPia chi Noi dung chén khong phu hop
Kiém Lam Thanh http://klth.org.vn
Hoa site:"http://kith.org.vn" +"'nha cai" % E 4 .l
kith.org.vn
@ http://english klth.org.vn : video » gamebaidoithuong-b
K8VIN cac nha cai casino uy tin
1 K8VIN cac nha cai casino uy tin...

kith.org.vn

@ http:/kith org vn » file » ios $

bet88 keo nha cai

bet88 kéo nha cai-Tao ra trdi nghiém mua sdm riéng cla ban, hang hoa chéat lugng cac mat
1w6i bat hét. Quantity.




Khu bao ton thién
nhién xuan lién

http://xuanlien.org.vn

(=
e}

site:"http://xuanlien.org.vn" +"da ga" x BE

® xuanlien.org.vn

http:/iwww.xuanlien.org.vn > Muv > sv888-da-ga 3
sv888 da ga - chién thuat dai tuyén dirc euro 2024|Chau A Va .
sv888 da ga - chién thuat ddi tuyén durc euro 2024/Chau A Va Casino Online: Sy Két Hop Binh
Cao! cung cép cac dich vu, séan phém ca cuoac truc tuyén dac biét ...

© xuanlien.org.vn
http://ixuanlien_org vn » iWin » xoa bo nho telegram 3

xoa bo nho telegram & [wwB88.com.co] Casino Truc ...
... da ga 5/9 football master Ngai sao kép may mén hoang dai vndoc.com tiéng anh dé béng viét
nam hém nay x6 s6 mién nam 03 11 23 v& s6 yéu thirong 8jbet ku ...

Ban quan Iy Quy
Bdo v¢ phat trién
rung va PCTT

http://thanhhoafdfund.gov.
vn

site:http:"//thanhhoafdfund.gov.vn/" + "Phim tryc tuyén” X

%)

(=

@ thanhheafdfund.gov.vn
https://thanhhoafdfund.gov.vn > tee  §
VLXX XNXX
1 ngay trude — VLXX XNXX- Trang phim trwee tuyén I&n nhat cap nhat lién tuc mdi ngay - cung
xem va thao luan v&i hon 10 triéu thanh vién.

@ thanhhoafdfund.gov.vn
https://thanhhoafdfund.gov.vn > tee  §

kubet999

2 ngay trudc — kubet898- Trang phim trire tuyén Ién nhat cap nhat lién tuc méi ngay - cung
xem va thao Iuén v&i hon 10 triéu thanh vién.

70.906 céu tra 161 - Cau tra 101 hang dau: kubet999 8 Trang phim tryc tuyén Ion nhat cép nhat...




Bénh vién Y duoc
cO truyén tinh
Thanh Héa

https://bvdongythanhhoa.c
om.vn

site:"https://bvdongythanhhoa.com.vn/" + "danh bai" X Em J

Bénh vién déng y Thanh Hoéa
https:i/bvdongythanhhoa.com.vn »

®
danh bai vui

19 thg 8, 2024 — danh bai vui-Trong clra hang tryc tuyén cla ching 161, ban c6 thé tim thay
nhiéu loai thiét bi ngoai troi thiét thie dé nang cao trai nghiém ...

© Bénh vién déng y Thanh Hoa
https://bvdongythanhhoa.com.vn > zop  §
x6 s6 tuadnS - Trang web danh bai va cuoc truc t
x6 56 tudn .win la mét trong nhitng trang web ca cuge tryc tuyén hang dau hién nay, véi nhiéu
s Iya chon vé cac tro cho

Bénh vién Da khoa
Muong Lat

https://benhviendakhoamu
onglat.com.vn/

site:"benhviendakhoamuonglat.com.vn” + "casino” X = !,. )
Tatca Hinhanh Video Tintdc Muasdm Web Sach i Thém C
© benhviendakhoamuonglat.com.vn

https://benhviendakhcamuonglat.com.vn » casino-paypal

truc tiép da ga 6/10|Casino Online Chau A: Banh Bac An Toan ...
tryc tiép da ga 6/10 Song bac tryc tuyén uy tin hang dau tai Viét Nam ¥y Dém bao uy tin trong
mudi ndm vl Déng ky ngay, nhén ngay phén thuéng hau hinh g Mai ban ...

© benhviendakhoamuonglat.com.vn
https:/iwww.benhviendakhoamuonglat.com.vn » casino= H
b29 Casino Online Chau A: Khi S Giai Tri Khéng Con Giéi ...
b29 Casino truc tuyén thudng xuyén Vit Nam, dang ky ngay dé nhan tién thudng ¥ Mei ban
bé aianh tién thudna khina

Bénh vién da khoa
Thach Thanh

https://benhviendakhoatha
chthanh.com.vn/

site:"https://benhviendakhoathachthanh.com.vn" + "casino” X UNI O

benhviendakhoathachthanh.com.vn
https://benhviendakhoathachthanh.com.vn » android » to H

®
gamevui / Casino Online Chau A: Khi Sy Giai Tri Khéng ...

gamevuigamevui BODOG, vai lich siv phong phu, khong ngirng thu hit nguai choi nhé uy tin va
chét lgng dich vy, tré thanh mét frong nhiing nha céi hang dau ...

© benhviendakhoathachthanh.com.vn
https://benhviendakhoathachthanh.com.vn » ios » nam- :

vbet88[g Casino Online Uy Tin — Lya Chon Hoan Hao Cua ...
18 thg 8, 2024 — vhet88 KUBET, mét nha cai hang dau & chau A, ndi tiéng véi dich vu cé cuoc
chat lwong va tréi nghiém nguai dung tuyét vei.




Bénh vién da khoa
Yén Dinh

https://benhviendakhoayen
dinh.vn/

site:"https://benhviendakhoayendinh.vn/" + "ca cuge” X

(Y

-

© henhviendakhoayendinh.vn
https://benhviendakhoayendinh vn » qsj » dang-ky-yahoo 3

https vn88 Casino Online: Khi Ca Cugc Gap G Sw Hoan Haol
https vn8&htips vngs Trong gidi c& cLrge chéu A, truc fiép ga da campuchia dugc biét dén nhu
mét nha céi cd sirc it I6n d8i véi nguai choi va bet th.

S& Van Hoa, Thé
thao va Du Lich

https://svhttdl.thanhhoa.go
v.vn/

site:https:svhttdl.thanhhoa.gov.vn/ X = L @

thanhhoa.gov.vn

https:/isvhitdl. thanhhoa.gov.vn : ... » BetCity666 3
BetCity666§& [WW88.game] Trai Nghiém Casino Truc ...
BetCity666 - soi cau khanh hoa siéu chuén, mét trong nhing nha cai hang dau & chau A, luén
1& Iwa chon hang dau cho nhitng ngudi choi ca cuwge théng minh.
50 (11.886)

thanhhoa.gov.vn

htips //svhitdl thanhhoa gov.vn » iphone £
Stickman Epic Dice Battle ¢ [WW88.game] Casino Online ...
Stickman Epic Dice Battle ¢ [WW88.game] Casino Online Chau A: San Choi Cao Cép Bing
Cép Quéc Tél Stickman Epic Dice Battle C3kingbet, du a4 tréi qua nhiéu ...
5.0 (25.960)




S& Tai nguyén va
Moi truong

https://stnmt.thanhhoa.gov.
vn/

(=

site:"https://stnmt.thanhhoa.gov.vn" + "game" X =

viviuuy =

S& Tai nguyén va Mai trwong Thanh Hoa
https://stnmt.thanhhoa.gov.vn » android » choi-game-lin...

®

choi game line 98 trwc tuyén mién phi

5 ngay trudc — choi game line 98 truc tuyén mién phi. choi game line 98 truc tuyén mién phi.
Regular price 855.000 VND. Regular price 698.000 VND ...

125.000 4

S& Tai nguyén va Méi trweng Thanh Hoa
https://stnmt thanhhoa gov.vn » android - Dich trang nay 3

®

choi game ban xung
5thg 10, 2024 — choi game ban xung. choi game ban xung. Regular price 887.000 VND.
Regular price 562.000 VND Sale price 612.000 VND. Unit price per.

10

612.000 ¢
Vlé,n Quy hOE_lCh http://thanhhoachvn/ site:"thanhhoacpi.vn" + "cé cwgc” X = J o
Kién trac Thanh
Héa Tatcad Hinhanh Video Tintdc Muasdm Sach Web ? Thém

© thanhhoacpi.vn
https:figis thanhhoacpi.vn » video
Pau tu ca cuoc béng da
5 thg 10, 2024 — PAu tw c& cworc bong da- Trang phim truc tuyén Ion nhat cap nhat lién tuc
méi ngay - cing xem va thao luan véi hon 10 triéu thanh vién.
90.118 céu tré 161 - Cau tré 161 hang dau: Dau tur ca cuge béng dadyTrang phim truc tuyén 1on...

Vién Quy hoach Kién tric Thanh Hoa
http:/fhoso.thanhhoacpi.vn » poker

®

nhirng app live show- [77Bet.Love] San Ca Cuoc 188K
nhing app live show- [77Bet.Love] San Ca Cwoe 188K Song bac truc tuyén uy tin hang dau
tai Viét Nam ¥ Dam bao uy tin trong muéi nam g Dang ky ngay, ...




11

Trung tim Van hoa
dién anh Thanh Hoa

http://trungtamvanhoadien
anhthanhhoa.vn/

site:"trungtamvanhoadienanhthanhhoa.vn" + "casino” X = §
Tatca Hinhanh Video Tintdc Muasam Web Sach ¢ Thém
© trungtamvanhoadienanhthanhhoa.vn

http:/itrungtamvanhoadienanhthanhhoa.vn » fish

cwin bet|Casino Truc Tuyén: Sy Két Hop Tuyét Voi Cla Gidi ...
cwin bet|Casino Tric Tuyén: Sy Két Hop Tuyét \Voi Clia Gidi Tri Va May Man! Séng bac truc
tuyén uy tin hang dau tai Viét Nam ¥l Dam bao uy tin trong muéi namslyDang ...

trungtamvanhoadienanhthanhhoa.vn
hitp:/ftrungtamvanhoadienanhthanhhoa.vn » gods

®

w88 gidi thiéu|Kinh Nghiém Ca Cwoc Tuyét V&i Tai Casino ...
w88 gigi thiéu|Kinh Nghiém Ca Cugc Tuyét Voi Tai Casino Online Uy Tin Chau Al Séng bac
true 1uyén uy tin hang dau tai Viet Nam ¥ Dam bao uy tin trong mwoi namyl ...

12

Ban QL quy bao vé,
phat trién rimg va
phong, chdng thién
tai tinh Thanh Hoa

http://thanhhoafdfund.gov.
vn/

site:"thanhhoafdfund.gov.vn” + "phim" X i | _!,. )
Titca Video Hinhanh Tinttc Muasdm Web Sach ¢ Thém C
Hay Hoathinh Hanguéc Mai Moi Nhatban Thailan Viétnam

@ thanhhoafdfund.gov.vn
https://thanhhoafdfund gov.vn » tee » 1011g33nr-phim-
phim khiéu dam au my
2 ngay trwéc — phim khiéu dam &u m§- Trang phim tryc tuyén Ion nhét c&p nhat lién tuc méi
ngay - cung xem va thao luén véi hon 10 triéu thanh vién.
97% (22.251)
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Hoi Nong dan
tinhThanh Hoa

https://hoinongdan.thanhh
oa.gov.vn/

site:"hoinongdan.thanhhoa.gov.vn” + "phim" X i |

o}

(=

thanhhoa.gov.vn
https:/fhoinongdan thanhhoa.gov.vn » pac
Lich thi dau Pirc
Lich thi déu Bre- Trang phim trire tuyén Ion nhét cép nhét lién tuc méi ngay - cung xem va thdo
|uén vé&i hon 10 triéu thanh vién.
97% (13.714)
89.654 cau tré 1o - Cau tra |1 hang dau: Lich thi dau Birc @ Trang phim trurc tuyén Ién nhétc...

thanhhoa.gov.vn
https:/fhoinongdan thanhhoa.gov.vn » fish  §

24vng0TDTC Game

24vng0TDTC Game- Trang phim tryc tuyén Ion nhat cap nhat lién tyc méi ngay - cung xem va
théo luén voi hon 10 triéu thanh vién.

97% (47.957)

33.191 cau tré 16i - Cau tra |1 hang dau: 24vng0TDTC Game @) Trang phim triec tuyén I&n nh...

14

Truong Pai hoc
Hong Durc

https://hdu.edu.vn/

site:"hdu.edu.vn" + "song bac" X = )

Dal hoe Héng Durc
https://ftuyensinh.hduedu.vn > gods » king88-tré-choi-s H

king88 tro choi song bac trwc [ dién tr truc tuyén
king88 tré choi sdng bac tric , mét nha cai ca cuoc hang dau tai chau A, thu hit ngudi choi
v6&i danh tiéng va sy @&m béo an toan.

@ Dal hoe Héng Buc
https:/iwww.hdu.edu.vn » gods » sdong_bac_casino & h... 3
song bac casino & ha noifl] [ww88.com.co] ...
10 thg 8, 2024 — song bac casino & ha ndigewwa8.com.cosy WW88 Casino tryc tuyén
thurdrng xuyén Viét Nam, dang ky ngay dé nhan tién thwéng ¥ Mi ban bé gianh tién ...
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Truong Cao dang Y
té Thanh Hoa

http://cyt.edu.vn/

site:"cyt.edu.vn" + "game" X =E § @

Tatcd Muasdm Hinhanh Video Tintilc Web Sach i Thém C
cyt.edu.vn

®

https:/lms.cyt.edu.vn » game-chdn-van-van %

game chan van van

game chén van van-Tai tra quan cla minh & Paris, Vu Hué Téng cat gilh va U cac loai tra trong
loal budng co thiét ké dac biét, kiém soat dugc nhist 5 va dg am ...

© cyt.edu.vn

https://ims.cyt.edu.vn » Android » game-tai-xiu-789-club %
is poker a game ) 100.000 ngudi choi
is poker a game , mét thuong hiéu ca cuoc lau doi, ludn la lwa chon hang dau cla nguoi choi
nho vaoe su uy tin va dich vu chat lrgng cao




Phu luc 2
HUONG DAN RA SOAT, GO BO NOI DUNG KHONG PHU HQP

1. Vi tri thwong bi chen cac ngi dung quang cdo khéng phu hep
- Muc hoi dap, gép y, binh luan trén cac trang thong tin dién tu.

- Tin tic tan cong trang thong tin dién tir va tai 1én ma doc, tap tin quang cao
noi dung khdng phu hop.

2. Ra soat, & bé ndi dung quang cao bat hep phap trén Céng/trang thong
tin dién tir do don vi quan ly

- Str dung cé4c cdng cu tim kiém Google, Bing, Yahoo... dé tim kiém cac bai
viét c6 ndi dung quang céo bat hop phép trén Cong/trang thong tin dién ta.

Vi dy: CU phép trén cong cu tim kiém Google:
Site: “tenmien.gov.vn” + “tukhoa”
Trong do:

+ tenmien.gov.vn | tén mién Cong/trang thong tin dién tr do don vi quan tri,
van hanh can ra soéat

+ tukhoa: 1a tir khda, tén mién quang céo bat hop phap can tim kiém trén
Cong/trang thong tin dién tar. Vi du: “dk8”, “nha cai”, “dk8.com”...

3. Ra soat co s& dir liéu, ma ngudn, may chi trang thong tin dién tir

- Quan tri vién dang nhap hé quan tri co so dir liéu, thuc hién truy van tim
kiém cac tir khoa quang co bat hop phép tir cac bang (hoi dap, binh luan, gop ¥...)
luu trir thong tin ma nguoi dung gui 1én.

Vi du: select * from tbl hoidap where noidungcauhoi like “%ttr kh6a%”

- Ra soat ma doc, webshell ma tin tic da tai 18n hé théng. C6 thé sur dung céc
cbng cu nhu: Shell detector tai dia chi shelldetector.com; c&c cdng cu so sanh, phat

hién sy thay d6i cua cac tép tin md ngudn Cong/trang thong tin dién tir so véi ma
ngudn gbc; sir dung cac cdng cu phong chéng ma doc. ..

4. Tang cwong bao dam an toan thong tin cho cac trang théng tin dién tir



4.1. Poi véi cic Cong/trang théng tin dién tiv dd bi tén cong:

- Thém header hodc thé no-index cho cac dudng dan uploads dé thong bao cho
cong cu tim kiém biét rang khong index cac duong dan, t¢p ma ngudi dung gui lén.

- GO bo cac tép pdf c6 chira ndi dung backlink.
- X4c dinh 16 hong XSS hoic phan tim kiém, khic phuc cac 16 hong nay lai.

- Xac dinh cEic 1f) héng RCE, Upload file, SQL Injection, cac CVE néu co va
khac phuc lai cac 16 hong nay.

- Str dung HTTP method POST cho céc form tim kiém thay vi GET.

- Thong béo, yéu cau cac cong cu tim kiém (Google, Bing...) g& bo bai viét
da duoc index.

4.2. Poi véi Cong/trang thong tin dién tir chwa bi tin cong:

- Ra soat dinh ky va danh gia tong thé an toan bao mat cho Cong/trang thong
tin dién tr dé tim kiém cac 10 hong, diém yéu va khac phuc kip thoi.

- Thém header hoic thé no-index cho cac dudng dan uploads dé thong bao cho
cong cu tim kiém biét rang khong index cac duong dan, tép ma nguoi dung guri 1€n.

- Rasoat 16 hong XSS, File upload, SQL Injection, cac CVE va chirc ning tim
kiém cua website.

- St dung HTTP method POST cho céac form tim kiém thay vi GET.
- B6 sung md CAPTCHAR tai cac muc cho phep nguoi dung co thé dang tai
ndi dung (Muc héi dép, gop ¥, binh ludn) 1én Cong/trang thong tin dié€n tor d€ ngan

chan cac cong cu tu dong dang tai.

- Kiém duyét cac ndi dung ngudi dung ding tai trude khi cho phép hién thi 1én
Cong/trang thong tin dién tur.
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